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SEP Services in the Chillout  Summer: 
PreSales Service - Health Check -DemoSupport

E n t e r p r i s e s  n e e d  t o  t a k e  p r e c a u t io n s  t o  b e  s a f e  f r o m  n e tw o r k  f a i lu r e  a n d  o t h e r  r i s k s  t o  
m in im iz e  lo s s  o f  r e v e n u e  o r  r e p u t a t io n a l  d a m a g e  t h r o u g h  a n  a p p r o r ia t e  b u s in e s s  c o n t in u i t y
c o n c e p t  a n d  s e r v ic e s . D o n ‘t  f r e t  a n d  r e ly  o n  s o l id  k n o w le d g e  o f  v e n d o r s  l ik e  p r o v id e d  w it h
S E P  s e r v ic e s .

T h e r e  a r e  m a n y  r e a s o n s  w h y  S E P  d a t a  p r o t e c t io n  s o lu t io n s  a n d  s e r v ic e s  a r e  v a lu a b le .

W it h  o u r  m o t t o  „C h i l l  o u t  y o u r  d a t a  i s  s a f e “ w e  u n d e r l in e  o u r  c o m p a n ie s  m is s io n  
„T o  p r o t e c t  w h a t  y o u  h a v e  a c h i e v e d  t o  f r e e  y o u r  m i n d  a n d  f o c u s  o n  y o u r  f u t u r e !“.
P u r p o s iv e  c o n s u lt in g , a n a ly s e  a n d  c o n c e p t io n  a r e  im p o r t a n t  s e r v ic e s  f o r  t h e  s e le c t io n  a n d
im p le m e n t a t io n  o f  a  b a c k u p  s o f t w a r e .  

H ig h  p e r f o r m a n c e  t h r o u g h  a d a p t e d  s o f t w a r e  f u n c t i o n s
T h e  S E P  s e s a m  b a c k u p  a n d  r e c o v e r y  s o f t w a r e  i s  a d a p t e d  t o  t h e  n e e d s  a s s e s sm e n t . S E P  
p r o d u c t s  t h e r e fo r e  a r e  n o t  a v a i la b le  o ff -t h e -s h e lf . T h is  i s  a  k e y  f a c t o r  o f  t h e  s u c c e s s f u l  d a t a
p r o t e c t io n  &  r e s t o r e  w it h  S E P  s e s a m .    

R e q u e s t  y o u r  c o n s u l t a t i o n -

https://www.sep.de/contact/virtual-experts-talk/
https://www.sep.de/de/kontakt/virtual-expert-talk/
https://www.sep.de/download-support/download-demo-version/
https://www.sep.de/de/download-support/download/


 

SEP Services in the Chillout  Summer: 
PreSales Service in 4 steps

1 .  W h a t s  t h e  s t a t e  o f  d a t a  p r o t e c t i o n  t o d a y ?  W e  i d e n t i f y  c u r r e n t  s i t u a t i o n s :  
  -> U n d e r s t a n d  t h e  c u r r e n t  s i t u a t i o n  a n d  n e e d s
 -> D i s c u s s  p o s s i b l e  im p r o v e m e n t s  a n d  p l a n s

2 .  W h a t  a r e  t h e  r e q u i r e m e n t s ?  
 -> S e r v i c e  L e v e l  A g r e e m e n t s  (S L A s ):  R T O /R P O
 -> C o m p l i a n c e  (e .g .  G D P R ,  p r i v a c y  s h i e ld ,  B S I  e t c .)

3 .  B e s t  P r a c t i s e  o f  b a c k u p  c o n c e p t s  a r e  o u t l i n e d :
 -> R u le s  o f  c o n c e p t :   S t r a t e g y „ B e s t  P r a c t i c e s “  a v a i l a b l e  a t  t h e  S E P  W i k i

  -> R a n s o m w a r e  P r o t e c t i o n  „ B e s t  P r a c t i c e s “  a v a i l a b l e  a t  t h e  S E P  W i k i

 -> P e r f o r m a n c e  i n s p e c t i o n s
 -> D a t a  c l a s s i fi c a t i o n
 
4 .  W h i c h  r e a l i z a t i o n  m e a s u r e s  a r e  a v a i l a b l e  w i t h  S E P  s e s a m ?
 -> T o p i c s  (e .g .  d e d u p l i c a t i o n ,  c l o u d ,  s e c u r i t y ,  e t c .)

https://wiki.sep.de/wiki/index.php/4_4_3_Beefalo:Backup_Strategy_Best_Practices/de
https://wiki.sep.de/wiki/index.php/4_4_3_Beefalo:Ransomware_Protection_Best_Practices


SEP Services in the Chillout  Summer: 
Health Check 

A n a ly s i s  o f  t h e  c u r r e n t  b a c k u p  s t r a t e g y
   B a c k u p  H a r d w a r e  
  -> F i rm w a r e  D is k  C o n t r o l le r, F C  A d a p t e r  e t c ., D e v ic e  S e r v e r  
  -> F i rm w a r e  t a p e  c h a n g e r, t a p e  d r iv e s  
  -> C o n n e c t io n  t o  S A N , IS C S I , N F S , C IF S , e t c . 

 O p e r a t i o n  s y s t e m  d e v i c e  s e r v e r
  -> O S  P a t c h e s
  -> C u r r e n t  d r iv e r s  f o r  b a c k u p  h a r d w a r e  (t a p e  d r iv e , t a p e  c h a n g e r ) o f  t h e  p r o d u c e r   
        a t  W in d o w s
  -> L a t e s t  d r iv e r  f o r  r e le v a n t  a d a p t e r  c a r d s  f r o m  t h e  p r o d u c e r  (F C , D is k  C o n t r o l le r  e t c .)

 A n a l y s i s  o f  g e n e r a l  p a r a m e t e r s
  -> D e fe c t iv e  b a c k u p s  /  m ig r a t io n  r e a s o n s
  -> U p t im e s / fl o w r a t e  o f  b a c k u p  / m ig r a t io n s
  -> L e v e ls  D a t a S t o r e s
  -> P e r fo rm a n c e  t e s t s  t h r o u g h  t e s t  b a c k u p s  in t o  t h e   N U L L  d e v ic e , lo c a l  a n d  t h r o u g h   
       n e t w o r k  o n t o  t h e  N U L L  d e v ic e  o f  t h e  d e v ic e  s e r v e r s  (f o l lo w in g  p e r fo rm a n c e  p r o b le m s )
  -> C u r r e n t   s e s a m  v e r s io n s

 A n a ly s i s  o f  c o n c e p t i o n a l  a s p e c t s
  -> 3 -2 -1  r u le : n u m b e r  o f  c o p ie s  o f  t h e  b a c k u p  d a t a , lo c a t io n , a c c e s s  (r a n s o m w a r e )
  -> S e s a m  s e r v e r  /  R D S  m e m b e r s  o f  a n  A D  d o m a in , s y s t e m  s h a r e s ... (W in d o w s )
  -> Is  a l l  n e c e s s a r y  d a t a  s a v e d ?
  -> P r io r i t ie s  f o r  r e s t o r a t io n  (p r o b a b le  f r e q u e n c y , g r a n u la r  o d e r  o v e r a l l)
  -> N e c e s s i t y  f o r  a l l  d a t a  B 2 D  a n d  t h e n  o n t o  t a p e  o r  e v e n  d i r e c t ly  o n t o  t a p e
  -> R o t a t io n  c y c le s  (h o w  o f t e n  d o e s  t h e  d a t a  n e e d s  t o  b e  s a v e d )
  -> S t o r a g e  t im e s  (G D P R )
  -> E v a lu a t io n  o f  t im e  d e p e n d e n c y s

S L A  a n a l y s i s  f o r  i n t e r e s t e d  p a r t i e s  - N o t  S E P  s e s a m  c u s t o m e r s
  -> B a c k u p  t im e , s t o r a g e  t im e s , r e c o v e r  p o in t  o b je c t iv e  (R P O ), 
       r e c o v e r  t im e  o b je c t iv e  (R T O ), d is a s t e r  r e c o v e r y  c o n c e p t s

F i n a l  r e p o r t  a n d  r e c o m m e n d a t i o n s  f o r  o p t im i s a t i o n
  -> A d ju s tm e n t  o f  k e y  p a r a m e t e r s  t o  e l im in a t e  m is t a k e s
  -> A u d i t  t o  d e t e rm in e  o p t im is a t io n s  p o in t s  in  t h e  in f r a s t r u c t u r e  
  -> P o s s ib le  r e d e s ig n  o f  t im e  c o n t r o l, a d a p t a t io n  o f  jo b  c o n fi g u r a t io n s  
  -> P o s s ib le  a d a p t a t io n  o f  r e t e n t io n  p o l ic ie s
  -> P o s s ib le  h o r iz o n t a l  s c a l in g  o r  v e r t ic a l  s c a l in g



I s  t h e  b a c k u p  e n v i r o n m e n t  f u t u r e -p r o o f  o r  a r e  t h e r e  s t i l l  o p p o r t u n i t i e s  f o r  
im p r o v e m e n t ?  W i t h  t h e  H e a l t h  C h e c k  o f  t h e  d a t a  p r o t e c t i o n  e n v i r o n m e n t ,  w e  
e x a m in e  t h e  b a c k u p  a n d  r e c o v e r y  s t r a t e g y  f o r  r i s k s  a n d  o p p o r t u n i t i e s .  

T h e  im p le m e n t a t io n  o f  a  s u c c e s s f u l  d a t a  b a c k u p  i s  b e c o m in g  m o r e  a n d  m o r e  b u s in e s s  
c r i t i c a l, b u t  a ls o  m o r e  c o m p le x . T h e  v o lu m e s  o f  d a t a  t o  b e  m a n a g e d  a r e  g r o w in g  
c o n t in u o u s ly , a s  w e l l  a s  le g a l  r e q u i r e m e n t s  f o r  d a t a  r e t e n t io n . T h e  t im e  f r a m e s  in  w h ic h  
a  b a c k u p  c a n  b e  c r e a t e d  w it h o u t  d is r u p t in g  o p e r a t io n a l  p r o c e s s e s  a r e  b e c o m in g  
s h o r t e r  a n d  s h o r t e r. A t  t h e  s a m e  t im e , i t  i s  a ls o  b e c o m in g  in c r e a s in g ly  im p o r t a n t  t o  
p r o t e c t  b a c k e d -u p  d a t a  f r o m  r a n s o m w a r e  a n d  c y b e r  a t t a c k s !

S E P  E x p e r t  K n o w le d g e  e a s y  a c c e s i b l e !

In  t h e  S E P  Yo u t u b e  C h a n n e l  a n d  o n  t h e  K n o w le d g e  O n S t a g e  p la t fo rm , w e  p r o v id e  
r e le v a n t  e x p e r t  k n o w le d g e  a b o u t  s p e c ifi c  e n v i r o n m e n t s  a n d  f u n c t io n s . 
A ls o  t h e  w e ll-o r g a n iz e d  W IK I  m a k e s  i t  e a s ie r  f o r  a d m in s  t o  u s e  t h e  s o f t w a r e .   

C u r r e n t  l iv e  t r a in in g s  a n d  w e b in a r s  c a n  b e  f o u n d  o n  o u r  S E P  N e w s  p a g e . 
B e n e fi t  f r o m  t h e  o p p o r t u n i t y  t o  d i r e c t ly  in t e r a c t  w i t h  o u r  t r a in e r s  a n d  e x p e r t s .    

Yo u  a r e  i n t e r e s t e d  i n  a n  i n d i v i d u a l  c o n s u l t a t i o n ?  P l e a s e  c o n t a c t  u s !

SEP Services in the Chillout  Summer: 
Arguments for Professional Services!

KNOWLEDGE
BOOSTER

KNOWLEDGE
OnStage

https://www.youtube.com/playlist?list=PLoTFTskMneqNf9mFaRFVunX_UwbaGmwTb
https://www.gotostage.com/channel/bc55b01f26ad4a97a67785f1eddc4ab8
https://wiki.sep.de/wiki/index.php/Main_Page
https://www.sep.de/news-events/news-events-videos-tech-blog/
https://www.sep.de/contact/virtual-experts-talk/
https://www.sep.de/de/kontakt/virtual-expert-talk/

